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SummarySummary

Modeling the investigative processModeling the investigative process
–– Different investigation processes for different incidentsDifferent investigation processes for different incidents

Classical forensics: different tools and procedures for differenClassical forensics: different tools and procedures for different t 
incidentsincidents
Digital forensics: different tools and procedures for different Digital forensics: different tools and procedures for different 
incidentsincidents

Final objective: make the criminal case obvious to Final objective: make the criminal case obvious to 
a laya lay--personperson
–– Depends on the method and procedure of the modelDepends on the method and procedure of the model

A failure on evidence gathering may damage or destroy the A failure on evidence gathering may damage or destroy the 
casecase

Motivation:Motivation:
Classical & Digital ForensicsClassical & Digital Forensics

Computer Security is often Computer Security is often preventativepreventative
–– Focus on preventative measuresFocus on preventative measures

IDSIDS----anomaly detection may be proactiveanomaly detection may be proactive
Classical Forensics is Classical Forensics is reactivereactive
–– PostPost--mortem mortem 

Digital forensics is Digital forensics is reactivereactive
–– A lot of focus on file recovery from disksA lot of focus on file recovery from disks
–– Generally reactiveGenerally reactive
–– Digital Forensics has opportunity to be proactiveDigital Forensics has opportunity to be proactive

Proactive Forensics!Proactive Forensics!
–– Online Monitoring stakeholdersOnline Monitoring stakeholders……
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Motivation:Motivation:
Proactive ComputerProactive Computer--System System 

ForensicsForensics
System structuring and augmentation forSystem structuring and augmentation for
–– Automated data discoveryAutomated data discovery
–– Lead formationLead formation
–– Efficient data preservationEfficient data preservation
Make these issues proactiveMake these issues proactive
–– How?How?
ChallengesChallenges
–– System resourcesSystem resources
–– ExposureExposure

Double edged swordDouble edged sword……

Proactive ComputerProactive Computer--System System 
ForensicsForensics

What data should we capture?What data should we capture?
–– Different crimes may require different investigative Different crimes may require different investigative 

proceduresprocedures
Static: when and where illicit data was placed on a diskStatic: when and where illicit data was placed on a disk
Dynamic: what system states do we document when there is an Dynamic: what system states do we document when there is an 
intrusion? intrusion? 

–– What is being written to logs or disks? Which programs are beingWhat is being written to logs or disks? Which programs are being
run? Where is the smokingrun? Where is the smoking--gun?gun?

–– Depending on the nature of our online investigation, we Depending on the nature of our online investigation, we 
may need to secure evidence in several different may need to secure evidence in several different 
modelsmodels
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Crime TypesCrime Types

Computer Computer AssistedAssisted CrimesCrimes
–– Computers provide basic help in criminal activity Computers provide basic help in criminal activity 

Computer Computer EnabledEnabled crimescrimes
–– Computers are a Primary focus on criminal activityComputers are a Primary focus on criminal activity

Focus: Focus: 
–– Dynamic: computer enabled crimesDynamic: computer enabled crimes

Range from viruses to spam to sophisticated attacksRange from viruses to spam to sophisticated attacks

–– Static: Computer Assisted CrimesStatic: Computer Assisted Crimes
Stolen data, spreadsheets to compute illicit gains, etc.Stolen data, spreadsheets to compute illicit gains, etc.

Variations on Digital Equipment and Variations on Digital Equipment and 
SoftwareSoftware

Mobility & wirelessMobility & wireless
–– Cell phones, Cell phones, PDAsPDAs, Laptops, etc., Laptops, etc.

Enterprise Level SystemsEnterprise Level Systems
–– Database systems, dynamic Internet sites, large Database systems, dynamic Internet sites, large 

proprietary systems, proprietary systems, 

Distributed systemsDistributed systems
–– Virtual private networks, network file systems, Virtual private networks, network file systems, 

user mobility, distributed computation, etc.user mobility, distributed computation, etc.
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Gathering Statistics for Proactive Gathering Statistics for Proactive 
ForensicsForensics

Running sequential statistical proceduresRunning sequential statistical procedures
–– What data to save?What data to save?

The data we need may change as things progressThe data we need may change as things progress
–– Proactive not reactiveProactive not reactive

–– How much data do we save?How much data do we save?
–– How costly?How costly?

The DFRWS ModelThe DFRWS Model
http://www.dfrws.org/2001/dfrwshttp://www.dfrws.org/2001/dfrws--rmrm--final.pdffinal.pdf
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Ciardhuain Model
by S. O. Ciardhuain

Extends DRFWS Model by working on Extends DRFWS Model by working on information flows
Class-based model
– Authorization activity
– Planning activity 
– Notification activity
– Hypothesis activity
– etc.

An augmented “waterfall model”
– supports iterative backtracking between consecutive activities
– models information flows
– Feedback critique

Mobile Forensics Platform (MFP)
by F. Adelstein

To remotely perform early investigations into 
mobile incidents
Analyze a live running (mobile) machine
Maintains original evidence which is 
verifiable by a cryptographic hash
Connect to same LAN as the suspect 
machine
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DSLsDSLs

DSLs are, “. . . languages tailored to a specific 
application domain” Mernik, Heering, and Sloane
Most Digital Forensics ModelsMost Digital Forensics Models
–– Have a good deal in commonHave a good deal in common

Evidence verification and storageEvidence verification and storage
Flow of investigationFlow of investigation

Pulling together data storage, data modeling and Pulling together data storage, data modeling and 
authenticationauthentication--verificationverification
–– Combining other Combining other DSLsDSLs: XML, UML, DB Blobs, etc.: XML, UML, DB Blobs, etc.

DSLsDSLs

May be fairly complex to build a single DSLMay be fairly complex to build a single DSL
–– However, worth investigatingHowever, worth investigating

Must be a very trusted languageMust be a very trusted language
–– Numerous cases may depend on the trustNumerous cases may depend on the trust--level level 

of the languageof the language

Move from Move from ““best practicesbest practices”” to more formal to more formal 
““programming patterns for digital forensicsprogramming patterns for digital forensics””
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ConclusionsConclusions

Digital forensics is complexDigital forensics is complex
–– Digital Forensics Models are complexDigital Forensics Models are complex

Static and DynamicStatic and Dynamic

There may be a need to automatically There may be a need to automatically 
choose from a diversity of digital forensics choose from a diversity of digital forensics 
modelsmodels
–– A programming languageA programming language


