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Abstract

Granting access to those who should have it and denying access to those who shouldn®
is a basic feature in many software products. Security is of strategic importance in many
markets and types of products. In this month® issue of Strategic Software Engineering,
I will explore some issues about the strategic importance of security. | will discuss the
influence of other product qualities such as correctness on the security of the product.

1 INTRODUCTION

In Januay 2005, George Mason University found tha hackers had gained access to a
database containing information on 32,000 people induding thar soda security
numbes. In February 2005, ChoicePoint, a daa collection service, announed tha a
security breach threatened the persond information of over 145000 people. And thelist
could go on. We want the software tha manages our persond and professiond daato be
secure.

| recently attended the First Annud Cybe Security and Information Infrastructure
Research (CSIIR) Workshop on Software Security hdd at Oak Ridge Nationd
Laboratory. As pat of tha workshop | made a presentation based on the following
premise: Poorly written software will have more security vulnerabilities thanwell written
software. In this issue | will expand on tha topic with emphasis of the strategic
importance of security.

Notice that thetitle of this column is Gecure softwareOas oppogd to Goftware security.O
Tha@ intentiond. | am viewing this as the qudity attribute of heng secureOrather than
congdering security features such as access control and daa encayption. Taking this
approach bringsengineering processes to bear on the problem of how to achieve tha or
any other qudity.

Software is secure when those who have authorization can use its fundions and when
thoe who do not have authorization can not The secure qudity attribute extends this
definition to the daa managed by the software. It is difficult to confine the achievement
of security to a single application since its security usudly dependsuponthe security of
the opaating system and utilities tha provide essential services. Therefore, security is
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often defined as a qudity of an entire environment B the platform and all applications
running on tha platform.

Obvioudy being secure, like any qudity attribute, is more important in some produds
than othes. Software tha controls significant hardware, such as an airplane, or tha
manages significant daa, such as banking information, will require much highe levels of
security than software tha controls an advertising sign or plays a game. However, a
security vulnerability in a game running on a platform shared with software tha performs
secure busness transactionsmay endange those transactions

McGraw makes the very goodpoint tha much of the software security work deals with
opeaationd level fixes because they were designed by opeaationd level people [McGraw
04]. Tha istoo late. | will discuss how to incorporate security as a quality congderation
early in thedevelopment life cycle.

2 MOTIVATION

There is growing suppot for developing secure software by focusng on software
engineering best practices. | will review some of the literature so tha you can undestand
the rangeof respongs to the security problem and so that | can discuss several aspects of
the software engineering approach.

The Security Across the Software Development Lifecycle Task Force led by co-chars
Ron Moritz of Computer Assodates, and Scott Charney of Microsoft made a nunmber of
recommendaions about improving software development techniques that will in turn
improve the security of the software being produced [Moritz 04]. Indudeal in those
recommendaionsare:

¥ Adoptsoftware development processes tha can measurably reduce software
specification, design and implementation defects.

¥ Software producers should adopt practices for devel oping secure software.

¥ Software producers, where appropriate, should condud measured trials of
available approaches and publish their results.

| will discuss some actionstha follow thefirst two recommendaions

Gary McGraw in his Building Security InOdepartment in |EEE® Security and Privacy
and describes the Qrinity of trouble. [McGraw 04]0 These are three problems tha
contribute to increasing security problems. They are:

¥ Ubiquitousnework connestions

¥ Eadly extengble systems

¥ Inaeasingly complex systems
The latter two problems are clearly software engineering issues and | will address these
shortly.

What makes secure software strategic to a company? 1t® the risk of losng the trug of
your cugomers as well as the risk of litigaion. There are severa ways to mitigae these
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risks. In the next section | will discuss qudities of software produds tha reduce the
probability of security problems and in the following section | will discuss some
techniques for achieving those qudities.

3 QUALITIES RELATED TO SECURITY

Taking about Qvell writtenO software, as | did in my premise, is too vague for
enginering andysis. In this section | want to examine specific qudities and thar
relationship to being secure. Almog any specified qudity that is not achieved by the
produd could degrade the secure qudity and introduc a security vulnerability. However,
certain qudities speak to theresistance of a produd to attack.

Correct

Correctness is a qudity that is often implicitly required rather than explicitly specified.
For our purposes, correctness is the ability of a software produd to satisfy its fundiond
requirements. Security is often compromised by the mistaken idea tha a formal proof of
the specification results in correctness. A proof is only a first step. In fact some of the
mog prevalent security vulnerabilities arise from either an incomplete specification or a
failure to implement the specification exactly as stated.

Buffer oveflow errors account for a large percentage of vulneabilities. So called
@ompleteO specifications often consider only static qudities and do not specify
opeaationd characteristics such as maximum size of a daa structure or how overflows
will be handled.

Even if the specification was complete and correct, it will not matter if the
implementation of tha specification is created by a human. Automatic program
geneationis similarly flawed unless the generator has been proven correct.

If the program is not correct then it becomes difficult to know whether the program@
failure to meet expectationsis dueto a security breach or jug built-in incorrectness.

Robust

The degree to which a produd is robug is the percentage of time it can continue to
fundion in the face of unusud conditions. Notice tha | did not say fundion correctly.
The specification often does not indicate wha hgppensin the case of unexpected errorsin
which case there is no definition of Qorrect.O

Embedded systems are often defined to be robug by having an error state in which the
system is specified to perform some fundion tha will do the least ham to the hardware
or the environment. This often is areset back to itsinitia state butit may be a trandtion
to some other intermediate state. Any inputtha is not covered by the specification results
in the system entering that error state.
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The software is vulnerable in those regions of input where there is no specification.
Malicious attacks are often probes to find the boundaies of a specification. Once this
limit is established, daais supplied that stresses the system looking for areas in which the
softwareis notrobug.

Robudnessis not only affected by maliciousattacks. It also is affected by accidental daa
errors.

Reliable

Thereliability of a produd is measured by the percentage of the opaating time that the
produd performs requested fundions correctly. Software is vulnerable when there are
gpecified inputs for which the produd does not produce correct results. The more
unreliable the software the more vulnerable the software.

Reliability is a propaty of individud componeits and it is an emergent propety of an
assembly of components. When the faults causng the software to fail is a result of the
compostion the vulnerability is paticularly difficult to recognize. It can not be found
during unit testing and may be so narrow tha finding it dunng system testing is also
unlikely.

Qudity assurance activities are needed at each of the three traditiond levels: unit,
integration, and system.

4 BUILDING SECURE SOFTWARE

Consistent error handling

A largenumber of vulnerabilities are exploited by causng an error and taking advantage
of howtheerrorishandled. Thebest strategy is to bullet-proof the software so that errors
don®happen but it is doubful tha will hgppen any time soon. Therefore, the aternative
strategy is to provide a congstent error handling scheme. The expectation is engineers
will beless likely to make mistakes in the presence of acongstent error handling scheme

| will notgointo acomparison of returning error codes versus exceptionshere. The point
to be made here is tha the error handling needs to be visible at the appropriate level.
Error mechanisms tha will be propagaed between fundions but within the component
mugd be visible in the fundionlevel specifications within the component. Error
mechanisms that will be propagaed between components need to be explicit and public
in the component® specification.

Robust data structures

As | said abovethe best defense is to bulet prodf the software. Buffer overflows are a
leading source of vulnerability. One of the participants in the CSIIR workshop made the
excellent point that you can@oveflow a hardware buffer. Why should it be different with
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a software buffer? There are widdy-used practices tha can prevent overflows but too
often they are notfollowed.

What is the acceptable behavior when new daais available and there isno roomfor it in
theexisting buffer? Thepossible answers are:
¥  Standard approach Bcontinue as usual, runoff the end, reference random memory, cause wild and
crazy thingsto happen in your program
¥ Not so standard approach Bdo nothing, don®write the data, it will eventually be lost
¥  Throw aspecified exception Ballow others to handle
¥  Expand buffer to accommodate, after checking that there really is more memory

Obvioudy, the first two approaches are not acceptable but the first oneis widdy used.
The last two approaches are not mutudly exclusgve. Taken togehe they form an
implementation patern (different from alanguage idiom and more detailed than a design
patern). Figure 1 shows the decision tree for the implementation. Different languages
will require different languageidioms.

Writeand
Room for return
data
Expand
Room for buffer, write
expanaon and return

Throw buffer
overflow
exception

Figure1 - Buffer overflow implementation pattern

While | have focused on the buffer overflow problem for obvious reasons the same
dealled andysis should bedonefor every state tha is maintained in a produd.

Misuse and Abuse cases

Software engineering provides techniques to build a produd to a purpos. The use case
technique has proven an effective technique for capturing the thinking of stakeholders
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about how the produd will be used [Jacobson 92]. Change cases are a type of use case
tha capture how stakeholders think the produd will change[Ecklund 96].

Several authors describe misuse and abuse cases as an approach to helping stakeholders
think about possible scenariosthat need to be defendad agang [Hope04]. Thisindudes
defining actors that modéd attackers and brain storming how the attackers would QuseOthe
system. These abuse cases can be built on known attack paterns The report of the
Security Across the Software Development Lifecycle Task Force induded a list of 49
such paterns Table 1 shows afew of thar attack paterns

Tablel - Attack patterns

Use a User-Supplied Configuration File to Run Commands
Tha Elevate Privilege

Make Use of Configuration File Search Paths

Direct Access to Executable Files

Embedding Scripts within Scripts

L everage Executable Codein Non-executable Files

Argument Injection

Our use case template indudes multiple scenarios tha describe how the actor uses the
produd. We indude Gunny day,0 dterndive, and exceptiond scenaios Misuse
scenarios can adso beindudd in the standad use cases. These differ from the ones that
accompany an attack actor in tha these may be accidental situaions initiated by an
innocent, careless user.

5 SUMMARY

| have discussed some of the thingstha are beng doneto engineer secure software. |
bdieve there is much more tha can be done At the workshop | proposd an agendafor
for research to expand the range of techniques available for engineering security. The
items ontheagendaare:

I Develop method engineering tactics and guiddines tha enhance the security
qudity of the software throughimproved processes.

I Structure architecture evaludion techniques to focus on security by searching for
static security paterns

I Discover and capture test patternsthat correspondto dynamic security paterns

I Develop focused test techniques to effectively explore security test patternswhile
redudng thetest suite size.
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I Create adefect modd for security that can be used to predict types and number of
security vulnerabilitiesin scientific codes.

Execution of these actionswould add to the set of tactics tha are currently available for
engineering secure software.

Security isaqudity like any other non-fundiond requirement. It mus be engineered into
the produd rather than being added on at thelast minute. It can aso be subject to tradeoff
with other more important qudities P security versus testability for example. It can also
be a point of variation in a produd line architecture - produds tha are secure and
produdstha are not

Security becomes more important as more of our pesond and busness daa is
computerized. The secure qudity attribute has to be as carefully engineered as every
other qudity uponwhich our strategic gods depend.
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