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ABSTRACT

Fusing information from diverse detectos remainsa
challenge in the eld of intrusion detection.\We apply
data fusion techniquesto fuse alerts genemated by dif-
ferent detectos that signal the potential presenceof an
intrusion. Data fusion has beenshownto resultin a
decreasein false positiveswhile achieving an improved
level of detection.By combiningdetectionsfrom fuseis
on distributed hosts,a systemcan also detectand track
the spread of an intrusion. We proceedto analyzethe
responsetime requirementsof sud a distributed con-
tainment systemby including an explicit containment
parameterin the spreadingformulation.

I. INTRODUCTION

We presenta datafusion basedapproachto detecting
network-originatedintrusionsat a host. We also inves-
tigate responsetimes neededto contain the spreadof
a rapidly self-propagatingntrusion. While recentyears
have seen signi cant advancesin intrusion detection
research,the task of combining diverse detectorsof
intrusion remainschallengingand openfrom an analyt-
ical andfoundationalperspectie. Most intrusion detec-
tors are purely network-based(i.e., thosethat examine
paclet characteristics)or host-based(i.e., those that
examine operatingsystembehaior), and they ag the
potential presenceof an intrusion by comparingsystem
behaior with signaturesof attack patterns,or through
machinelearning of normal behaior so that they can
detectanomalousctivity. While suchintrusiondetectors
(which we will referto alsoassensorshare a necessary
prerequisiteto identifying an intrusion, they end up
sensinga subsetof the intrusion's characteristics.In
reality, a typical intrusionexhibits several characteristics
andmaytrigger multiple sensorsBut a particularsensor
may respondonly with a weaksignalof an intrusionor
noneat all, and consequentlythe intrusion may escape
detection.One way to con gure multiple detectorsis
to layer themwhich increaseghe detectionprobability
Unfortunately layering intrusion detectorsresultsin a
system which is additive in the false-alarmrates of
eachlayer Instead,if we effectively fusedetectiondata
from network intrusionsandhostintrusionsat a node(a

host-netvwork interfacecombination)we cangaingreater
con dence in agging intrusions. In this paper we
employ well known resultsfrom datafusionto correctly
weightthe signalsof theintrusionsensordasedon their
detectionand miss probabilities. An adwantageof the
techniqueof datafusionis thatit enablesisto build upon
andreusepreisting sensordy incorporatingtheminto
new detectionschemeswithout sacri cing accurag.

Onceanintrusionis detectedat a host,we needto take
preventive measuresand distribute this information to
otherhostssothatthey cantake proactize actionagainst
a spreadingintrusion. Since an intrusion may spread
rapidly and unchecled behinda re wall and propagate
to the extranetin the permissve outbound direction,
detectingthe spreadof anintrusionin atimely fashionis
anadditionalrequirement(In mary casesgonstraintof
size and stealthof an attackcodelimit the mutationsin
a propagatingintrusion’s attack pattern. Consequently
a spreadingintrusion can be detectedwhen more than
onecompromisechostreportsa similar intrusionwithin
a small time window.) Containmentmeasuressuch as
closing router ports and isolating compromisedhosts
have high overheadsfurther requiring that fusion and
information distribution stepsbe timely. We calculate
the reaction times neededto stie the spreadof an
intrusionwhenthe protectionis enforcedlocally within
an intranet. The analysis also suggeststhe response
time characteristicsequiredin a wider areadistributed
network.

II. BACKGROUND AND RELATED WORK

Development of intrusion detection systems(IDS)
has increasediremendouslyover the past fteen years
becausét hasbecameclearthat compromisednission-
critical systemscan causeseriouseconomicand infras-
tructure damage.Recently the threat of cyberwarfare
and dangerof loss of physical security (e.g., through
breakdevn down of basicservicesthroughinvadedin-
formation infrastructure)have led to new initiatives[1]
to reinforcecybersecurity

Historic and currentIDS's and the main approaches
they usehave beenclassi edin therecentliterature,e.g.,
in [2]. Searchindor patternsof illegalactiity usingtheir
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signaturesyunraveling intrusionsthroughrule basedstate
machinesand expert-systems,recognizing suspicious
anomaliesby learning normal behaior, etc., are data-
intensive processesAs a result, it is not immediately
clearhow to put togetherdiverse(and often orthogonal)
data detectorsto gain increasedinformation about an
intrusion. Correlating the data from different sources
and combining them heuristically (e.g., [3], [4], [5].
[6], [7], [8]) with searchtechniqueshave beeneffective
stratgiesfor researcherto copewith the large amounts
of availabledata.Probabilisticand statisticalapproaches
(e.g.,[4], [9], [10], [11]) have beenusednotonly to build
better classi ers but to understandhe limits of data-
driven analyticalapproachese.g., [12], [13]). Previous
work using Bayesiantechniquesin intrusion detection
has employed them as an inferencetool primarily to
compute conditional probabilities for a single sensor
While therole of anintrusiondetectorasa sensoiof data
is clear[14], [15], therehave beenfew directapplications
of Bayesianmethodsfrom the areaof sensorand data
fusion to intrusion detection.We apply techniquedrom
data fusion to leveragepreviously developedintrusion
detectorsand signaturerecognizers(e.g., Snort [16]):
by incorporatingthem as building blocks within a data
fusion architecture,which we outline in Section IlI.
In Section IV, we discussan example in which the
sameintrusionis detectedat two different sensorsand
describea hierarchicalschemdor detectingandtracking
intrusion information.

To effectively fuse information from distributed
sources,and to prevent a spreadingintrusion from
contaminatinga signi cant fraction of all hosts, the
fusion and containmentphasesmust take place in a
timely mannerSimulationge.g.,[17]) andmathematical
modelsfor thespreadf anintrusionbasecdntechniques
from epidemiologyhave recentlybeenusedsuccessfully
to model the spread[18], [19] of the Nimda, Code-
Red, and Slammerworms. Moore et al. [20] analyze
the timing requirementgo quarantineself-propagating
intrusionsby computingthroughsimulationthe fraction
of machinesthat will be infectedwhen applying quar
antineproceduresuchascontent Itering within certain
time bounds.In SectionV, we analyzethe spreadof an
intrusionby introducinganidealizedguarantiningaction
into the mathematicaformulation. Once we determine
acceptablgerformancdor the systems responsdo an
intrusion,we canestimatethe responsdime parameters
of the containmentystem.SectionVI summarizesaand
concludeghe paper

[ll. FUSING DATA AND INFORMATION

Fusionmethodshave beensuccessfuin reducingfalse
positivesin disparatedomainsas medicaldiagnosisand
signal processing.Since excessve false positives (i.e.,
false-alarmsjs a signi cant problemfor IDS's, we are
motivatedto explore the datafusion approachor intru-
sion detection.Techniquesrom datafusion demonstrate
how to combinethe decisionsfrom multiple sourcesto
achieve performancgdetectionandfalse-alarnrates)at
a fuser that is better than that of ary of the sources.
ThroughBayesiardetectiontheory fusionminimizesthe
expectederror of the resultingsystem[21]. The fuseris
unconcernedaboutthe implementationinternalsof the
sensorsourceswhile requiring insteadthe estimatesof
joint distributionsof the sensomperformanceharacteris-
tics. In mary cases,such distributions are not readily
available, and instead, empirical data can be usedto
learnthe fusion operatorsover a period of time, which
continuesto add to the strengthof the detector[22].
We note that empirical dataof detectorfailuresis also
usefulin determiningthe detectors contritution to the
fusedinformation.

A. Data Fusion

Eachindividual detectorgenerates decisiondepend-
ing on its estimateof the presence( ) or absence
() of anintrusion. For intrusion detection,a detector
could be basedon paclet information (e.g.,in the case
of a single snort rule, or combinationof snort rules)
or trafc levels (e.g., in the caseof a trafc anomaly
detector). A fuser combinesdecisionsfrom multiple
detectorsto generatea fuseddecision Figure 1 shows
multiple detectorscontrituting their decisionswhether
an intrusion hastaken placeor not to a fuset

| G
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FusionThreshold
Fuser

Fig. 1. FusingMultiple Detectors

For a detector is the value that the detector
submitsto thefuser where denotesadetection
(or absence)pf an intrusion. The outputof the fuser
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is given by the resultof the following comparison:

where is the probabilitythe detec-
tors respectiely produceoutput
when there is an intrusion, and
the probability they producethat output when thereis
no intrusion. The left hand side of the comparisonis
commonly called the likelihood ratio. The right hand
sideto compareagainsts aconstant, , whichis equalto
where is the often unknovn proba-
bility of an(no)intrusionand is the costof choosing
when is the event ( ). The
valueof is setatthe endof the training period. Since
is unknavn, we keepit at a level that will maximize
the identi cation of the intrusionswhile minimizing the
false positives rate. With three or more sensors,[23]
provedthatthe valueof canbe setso thatthe overall
probability of detectionat the fuser is superiorto the
bestprobability of detectionat ary of the sensorsand
the false-alarnrate at the fuseris lessthanthe leastof
the false-alarnratesat the individual sensors.

Let (i.e., ) be the miss probability
of detector andlet (i.e., ) be the
false-alarnprobability. In the specialcaseof statistically
independentdetectorsthe analytical form of the fuser
becomegyuite simple. By taking logarithmsand simpli-
fying in termsof the actualsensorvalue  we obtain
the formula [21]:

When sensorsare not independentwhich is the case
when they are correlated,this simple formula is not
valid. In that case,the correlation coefcient method
canbe usedto designthe fuset which is typically more
complex. Thesemethodsare basedon knowing the joint
detectodistributionsin corvenientform sothatthefused
decision functions can be computed[24]. In practical
IDS's, such joint distributions are dif cult to derive

becausdhey involve understandinghe relationshipbe-
tweenvarious disparatedetectors.instead,one can use
empirical data about the performanceof the detectors
againstknown intrusions. Such data can be used to
computethe neededfuser which canbe improved over
time [22].

There are notable bene ts to the approachoutlined
above:

Previously availableintrusiondetectorscanbe sim-
ply pluggedin to the fuser Simpleincrementalre-
computationof the fuseris often sufcient.

As probability estimatesof detection and false-
alarmsare re ned over time, the performanceof
the fuserbecomesstronger

At ary time in the future a new detectorcan be
addedor madeto replacean existing detectorby
incrementalre-trainingof the fuser

IV. EXAMPLE FUSER DEPLOYMENT

We considera concreteattackexamplefrom the Darpa
1999 Lincoln Laboratoriestest suite [25] to illustrate
how anintrusion may trigger more than one sensorand
hence be detectedby a fuser We then discusshow
system-widefusers, having determinedthat there has
beenan attack,go on to consolidateintrusioninforma-
tion.

A. Exampleof Data Fusion

An attacler initiates a telnet sessionand usesthe ps
buffer over ow attackto gainroot accesgo the machine.
A snortalertis triggeredby the telnet sessionandthe
unusualps commandcharacteristicis detectedin the
BSM (Basic SecurityModule) logs. The snortalert and
the BSM logsareshaowvn in Figure2. The network based
sensoraswell asthe C2 level BSM audit sensorreport
their alertsto afuser If only oneof thealertsis receved
in a requiredwindow of time, the fusion thresholdmay
not be crossed(Note thatit is possiblethatif the BSM
auditsensoihasa high capabilityto captureuserto-root
attacks[25] by itself - its valuesof miss probability

, andfalse-alarnprobability , may be sufcient
to put the fused metric over the threshold .) However,
whenboth alertsgo off, the fuser's thresholdis crossed
andthe fuserdeclareghe presenceof an attack.In this
particularexample,we canconjecturethatthe sensorset
off on the hostdetectgheintrusionindependenthyof the
sensortriggeredon the network becausdhe behaioral
patternof attack on the host doesnot dependon the
mode of entry via the network.

After the fuserdecidesthat an attackhastaken place,
it sendsa vector of forensicinformation of the attack
datadetectedby the sensorsasan XML stringto alocal

30of6



TelnetPhase ps Phase

Net Sensors Host Sensors
Bandwidth CPU Bandwidth
Anomaly System Calls
Pkt. Anomaly ‘%" Anomaly
Signature Intrusion BSM

Progress

[**] [1:716:5] TELNET access[**] [Classi cation: Not SuspiciousTrafc] [Priority: 3] 03/08-5
19:09:06.852083172.16.112.50:23-  197.182.91.233:1664TCP TTL:255 TOS:0x0 ID:39157:
IpLen:20 DgmLen:55DF ***AP***  Seq:0x3BCB82CBAck: 0x38633CDDWin: 0><2238Tchen:;
20 [Xref = cve CAN-1999-0619][Xref = arachnids08]

headeB05,2,@ec\e(2),, Mon Mar 08 19:09:54 1999, + 971937365 msec,
path,/usr/bin/ps,attriie, 104555, root,sys3388614,22927,0xec.ags,4,ps,-z,-u.. full data snipped
..] ,subject,2066r00t,100,2066,100,2804,2795,24197.182.91.233return,success,0,trail805

Fig. 2. SnortAlert andBSM SensorData

areanetwork (LAN) basedcentralagentthat can track
the spreadof the intrusion. In the future, as consensus
grows in the community for a format for attack trail
informationto includedatafrom multiple attacksensors,
the fuserscan sendthe fusedalertin a standardformat
to the centralagent.

B. FusingDiverse Sensos and Information Fusion

At anindividual host, sensorgredictthe presenceof
an intrusion by applying datafusion. As the scopeand
time scalesof an intrusion increasesthe stepsof data
fusion are not as effective and we mustresortto infor-
mationfusion. To track intrusionsfrom multiple sensors
and fuserspotentially distributed acrossthe network, a
central agentneedsto compareintrusions obsened at
different host fusers.We call this agentthe Response
Manager On determiningthat , .e., a determina-
tion that therehasbeenan intrusion,a fuserrunningon
a host presentghe forensicinformationto a Response
Managerasa vectorof detections along
with the characteristicsof the applications(including
CPU usage hetwork paclet signaturesppenports, etc.)
currentlyexecutingon the host.By performinga pattern
match of the information vector from different hosts,
a ResponséVlanagerisolatessuspectapplicationsand
determinesf theintrusionsarerelated.Patternmatching
and detectionof correlatedinformation hereis a com-
ponentof the information fusion step which integrates
semanticcontent.

The high-level organizationof the fusion hierarchyis
showvn in Figure 3. At the lowest level of granularity
is the datafusion operationthat takes place at a host.
Once a fuser detectsan alert, it submitsits intrusion
information to the ResponseManagerin the LAN. If
a patternof attackis detectedthe ResponseManager
noti es other ResponseManager peersdistributed on
the wide areanetwork (WAN) to take immediateaction.
This action could include, for example,applying newly

WAN: noti cation

ResponseManager - - - - -
Peering

LAN: information fusion,

correlation, pattern-

matching

Sensor id="a" Sensor id="b"

Host id="1"/ Host id="2"/

Params ... + Params  ..........

/Params
/Sensor

/Params
/Sensor

Host/NIC. data fusion of
sensors

Sensors

Fig. 3. FusionDeployment

available patches,or closing susceptibleports for a
period of time. This procedureenablesthe distributed
intrusiondetectionand containmensystemto determine
the characteristic®f the intrusion, and proactively take
containmentactions.In the next sections,we focus on
one aspectof the fusion and containmentsteps- the
cumulative responsdime they must supportto contain
rapidly propagatingntrusions.

V. CONTAINING INTRUSION PROPAGATION

We consider the local (intranet) case of a self-
propagatingntrusionwherewe mustrespondrapidly to
a detectionat a nodeso that the intrusion's proliferation
can be prevented.We evaluatethe intrusion's spreading
behavior for differentreactiontimesof the containment
or throttling step.(Intrusionsmay be throttled by delay-
ing an applicationwith external higher priority tasksor
with operatingsystemsupport,sealingoff speci c ports,
isolating the host through gatevay updates,etc.) We
obsene from our analysisbelow that a responsesystem
which reactsindividually to an intrusion must meet
restrictive timing constraintsHowever, if peerResponse
Managerscanbe noti ed soonafterthe rst strike of an
intrusion, the per hostresponsdimes can be relaxed as
long assystem-wide-noti catiortime constraintgwhich
have more latitude) are met.

A. SpradingBehaviorfor Different ReactionTimes

Adopting the susceptible-infecties( ) notationcon-
sistentwith recentwork [26], [20], is the fraction
of infectedmachinesattime . In this model,the change
of the fraction of machines( ) infected by the worm
in atime increment attime is proportionalto the
number of infected machines(which attemptto infect
others)and the numberof uninfectedmachines(which
determinedow mary taigetsare available). Writing the

4 0of 6



sameas a differential equationwith  asthe constant
that determineghe rate of transmissiorfrom infectives
to susceptiblesve have:

Solving, we obtain the fraction of machinesinfected
attimetis: ———. Mooreetal. [20] usedthis
formulation (which gives curves similar to thoseshown
in Figure 4, exceptthat they rise sharplyand all reach

) anddemonstratedh a simulatednetwork that
asystem-widecontent- Iteringapproacttanbe effective
if performedwithin two minutes.

Now, supposdhatit takestime to becomeaware of
andthrottle an attackat a host,e.g.,by usingoneof the
techniguesstatedabove. This meansthat hostsinfected
more than secondsin the pastdo not contritute to
new infections. Including this time into the spreading
formulationwe obtaina modi ed differential equation:

Evaluating numerically Figure 4 plots against
time in secondsafter the rst intrusion. Each curve
showvstheinfectivesfor adifferent value.Datareported
in [18] estimatesCode-Redhad a shawvn in
Figure4(a).

Code-Reduses TCP and consequentlyspreadsat a
ratewhich is an orderof magnituddessthanthe spread
rate of worms like the Slammerworm [19], which
(until bandwidthand bottleneckeffects stoppedit) grew
initially with a . Slammerattemptedto make
total useof the available network bandwidthat a hostby
usingastreamof UDP attackpacletsin whicheachUDP
paclet encapsulatedhe completeattack. We approxi-
mately doublethe value of  over Slammerto account
for targetedspreadingand future improved worms and
thus setting we obsenre from Figure 4(c) that
to keep an intrusion from infecting of the hosts
in the completenetwork, a purely local(i.e, within an
affectedintranet)responsaeedgo take placein under
secondsFor intrusionslike Slammey the local response
timeof  secondskeepsthe system-widdanfectionrate
to under . Theseconstraintsmay be hard to meet
becausehrottling of an intrusion often relies on high
overheadnetwork managementasks. However, if we
canpeerwith othernetworks andalertthemproactiely,
a distributed reactionsystemmay effectively thwart the
global spreadof an intrusion.

!Researcherim [20] warn of theinherentlimitations of usingonly
onescalar which is an overall averageand hencemay not capture
behaiors like intentionaltargeting [18]. However, they suggesthat
scaledvaluesof could cover thesecases.

B. ExtranetReactionSystems

As notedearlier local reactiontimesin theorderof ten
secondsare effective in containingwhatis likely a large
classof intrusions.However, we cantake advantageof a
responsenanagementrameavork outlinedin SectionlV
to notify remotepeersystemsof the detectednfection.

Supposewe assumea system-wideautomatedre-
sponseof under  seconds- the vertical line in Fig-
ure4(c)— we notethatthe valueof is approximately

evenwhentheindividual reactiontime is asslow as
secondsThus,aslowerlocal reactioncanbecompen-
satedby wide alerting of an attack.Alternatvesto how
the distributed alerting cantake placeinclude DNS-like
information dissemination, hierarchical lookups from
trustedseners, peeringrelationshipsegtc..

VI. SUMMARY

We have outlined a methodologyto fuse detections
from diverseintrusion sensors.The adwantageof this
techniques thatdissimilarandindependentietectorsof
intrusion can be combinedef ciently without increas-
ing false-alarmrates. To relate the local detectionto
containmentwe investigateda mathematicalmodel to
analyzeintrusion spreadingand throttling effects. The
resultssuggesthat an autonomousesponsesystemthat
reactsat the local intranet level in underten seconds
can be effective in keeping a majority of aggressie
intrusions from spreadingunchecled. However, when
a system-widealerting mechanismrespondsin under
approximatelya minute, a global infection may be con-
tainedevenif we relaxthelocal reactiontime constraints.
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